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TO THE MAYOR, CITY COUNCIL, CITY CLERK, CITY
TREASURER, AND RESIDENTS OF THE CITY OF CHICAGO:

The City of Chicago Office of Inspector General (OIG) has completed an audit of the
Department of Innovation and Technology's (DolT) management of the City's
investment in information technology. The objective of this audit was to determine if
DolT manages information technology investments in accordance with best practices
outlined in the United States Government Accountability Office’s Information
Technology Investment Maturity framework. Specifically, we examined how DolT
ensures that the City selects the right technology projects, manages them effectively,
and evaluates performance after completion. ‘

Based on the audit results, OIC concluded that DolT did not consistently adhere to
best practices for project selection, which increased the risk that projects may cost
more, take longer to complete than expected, and not meet requirements. OIG also
determined that DolT does not consistently and accurately monitor project
performance, nor does it consistently evaluate performance after completion or use
lessons learned to inform future projects.

It is critical that DolT fully implement a process for selecting projects that not only
meet departments’ needs and aligns with the City's strategic goals, but also allocates
limited City resources in the most efficient manner possible. Moreover, the
Department needs to provide effective project management to ensure that expected
benefits are delivered on budget and on schedule. Finally, a consistent and rigorous
approach to evaluating past performance is necessary to identify lessons learned and
use those lessons to improve future projects. DolT agreed with our recommmendations
and has already begun implementing corrective actions to improve the City's project
selection, management, and evaluation processes.

We thank Doll staff and management for their cooperation in this audit We also
thank staff from various City departments for providing information regarding their

experience with IT projects.

- Respectfully,

IGCHICAGO GRG | OIS TIPLINE (866) 448-4754 | 1TY {7735) 47/8-2066




Joseph M. Ferguson
Inspector General

City of Chicago

I(_'.Ci-il(j/\(j().OI-?G | OIG TIPLINE (866) 448-4754 | TTY (773} 478 20166
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DolT did not estimate
complete cost, benefit,

and risk information before
selecting projects

DolT did not identify
performance goals for
projects

DolT did not
consistently monitor
project spending

5 out 6 projects reviewed
took longer than scheduled &
to complete
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. EXECUTIVE SUMMARY :

'

The City of Chicago Office of Inspector General (OIG) has completed an audit of the
Department of Innovation and Technology's (DolT) management of the City's
investment in information technology. The objective of this audit was to determine if
DolT manages information technology investments in accordance with best practices
outlined in the United States Government Accountability Office's Information
Technology Investment Maturity (ITIM) framework. Specifically, we examined how
DolT ensures that the City selects the right technology projects, manages them
effectively, and evaluates performance after completion.

Effective management of an IT portfolio requires consistent and repeatable
organizational processes! While certain projects may succeed without consistent
enterprise-wide management, such successes are more often attributable to
exceptional individual efforts, rather than effective, efficient, and repeatable
institutional processes.

To assess the consistency and repeatability of DolT's processes, OIC compared
documentation of DolT's processes and the outcomes of projects, such as budget or
schedule information, to GAO’s ITIM framework. The framework describes five stages
of process maturity. At the lowest level—Stage 1—organizations make IT investment
decisions in an unstructured, ad hoc manner. This suboptimal approach may result
from a lack of well-designed formal procedures, inconsistent implementation of such
existing procedures, or a combination of the two. At the highest level—Stage 5—
organizations have optimized their processes, and IT investments drive strategic
organizational change. DolT is in Stége] and s working toward Stage 2

A.  CONCLUSION

DolT did not consistently adhere to best practices for project selection, which
increased the risk of projects delivering fewer benefits, costing more, and/or taking
fonger than expected to complete. In addition, DolT's data collection practices
hamper effective monitoring and evaluation of project and portfolio performance,
thereby limiting the Department’s ability to identify opportunities for improvement

B. FINDINGS

DolT designed a scoring tool to assess projects on a common set of predefined
criteria, with the goal of ranking projects and selecting those that would most benefit

“United States Government Accountability Office, “Information Technology Investment Management A
Framework for Assessing and lmiproving Process Maturily,” March 2004, 2. accessed October 11, 2019,
http ffveana gao govlassets/80/76790 ndf
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Crty operations. OIG review of eight projects started in 2016 and 2017 determmned that
DolT did not use the ranking process at all. Notably, DolT did not have a complete
Inventory of the projects initiated during.the years under review. Moreover, DolT
completed the required assessment prior to selecting only three of the eight OIG-
reviewed projects. As a result, the City may have selected projects that did not best
meet the departments’ specific and the City's overall needs. The Department did not
consistently collect critical information needed to rank projects and make selection
decisions. In addition, the Chicago Police Department, Chicago Fire Department, and
Office of Emergency Management and Communications each declined to use the
project selection process DolT developed. Therefore, DolT could not rank these
departments’ projects against those proposed by other departments for purposes of
setting priorities for spending City resources.

DolIT did not ensure that launched projects met performance goals and did not
consistently monitor progress. Five of the six projects reviewed took longer than
scheduled to complete, with two taking more than twice as long as originally
planned. Moreover, DolT did not have a process or criteria for determining whether
ongoing projects were meeting user department needs and should be continued or
terminated.

DolT did not evaluate projects across its portfolio and, therefore, did not adjust its
investment processes based on lessons learned. The Department did not consistently
evaluate project performance after project completion. Some project managers told
us that, while they typically discuss lessons learned from projects, those discussions
are not memorialized or used to Improve project and portfolio management.

C. RECOMMENDATIONS

OIG recommends that DolT rank all proposed projects using predefined criteria. The
Department should also develop procedures for collecting more robust cost, benefit,
and risk data to facilitate comparative evaluation of the merits across departments,
i.e., City-wide. DolT should work with the Office of Budget and Management (OBM)
and the Mayor's Office to ensure that the various boards, groups, and other entities
authorized to oversee IT strategy and spending are fully engaged in maximizing the
return on the City's investments throughout the project lifecycle.

DolT should also set performance goals related to cost/benefit and risk for each
project, monitor performance against those geoals, and report on performance to the
appropriate governance body. Finally, project oversight should include evaluation of
outcomes and long-term performance. Taking a broad view of the City's portfoho of
projects will improve the Department’s decision making at the proposal stage.

PAGE 4
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D. DOIT RESPONSE

In response to our audit, DolT agreed with OIGs recommendations and stated that it
has undertaken changes that will address the findings. These changes include
updating relevant policies, requiring project managers to adhere to all written policies
for selection, monitoring and evaluation of projects, achieving full engagement by the
IT Governance Board, and requiring all City departments to engage in the
standardized IT oversight processes.

The specific recommendations related to each finding, and DolT's response, are
described in the "Findings and Recommendations” section of this report. -
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. BACKGROUND

DolT 1s “responsible for ensuring that the City's technology infrastructure is robust
and works with City departments to design and implement technology
Improvements.” The Department also oversees the City's geographic information
systems and data science programs, and sets information security standards through
its Information Security Office.

A, PROJECT MANAGEMENT OFFICE

DolT's Project Management Office (PMO) bears primary responsibility for
coordinating the design and implementation of technology improvements. As
described on the City website, “the PMO,

e assigns project managers to manage key IT projects;
e sets project management standards and implements best practices;,

e provides project management process support to all staff members that
manage projects;
e provides transparency into the performance of the project portfolio; and

e supports project portfolio management processes, including project ideation,
selection, and prioritization.™

PMO staff oversee software and project management contractors, serving as the
point of contact for these vendor-provided projects. PMQO's Charter states the Office
“provides value to the City of Chicago by ensuring that, '

e scarce resources are invested in projects that align with the City’s business and
technology goals and strategies;

e projects are managed in a repeatable, standardized manner using industry
best practices; and

s project objectives and outputs meet business needs and meet or exceed end
users’ expectations.”

7 City of Chicago, Uffice of Rudget and Managemeant, 2019 Budget Overview”, 66, accessed October 11,
2019,

MLLos /A

cchicago aavicontent/dam/aty/depts/chmissunn wifo/20195edget/2019R udgerOvearview: pdf

P

" City of Chicago, Departmaent of Innovation and Technology, "Planning, Policy and Management”,
accessed Qctobar 11, 20192,

I . o Fi- - I - o TP ¥ -~
hitps Avesiy chicaco g sibusiness daveloprmenumansgerneniro humnl
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The Charter also Includes a mission statement that states, "Through standardization
and collaboration, we deliver quality projects efficiently, faster, and at minimal cost Lo
our internal clients (City departments) and external clients (Chicago residents,
businesses, and visitors).” This reflects DolT’s appreciation of the value of selecting the
most beneficial projects, carefully managing them, and evaluating their efficacy once
implemented.

PMO also developed a Handbook that defines its policies and procedures and guides
the work of its project managers. The Handbook is based on practices recommended.
by the Project Management Institute, which generally align with CAO’s ITIM
framework.

B. INFORMATION SECURITY OFFICE

DolT created the Information Security Office (1SO) in 2013 to provide “enterprise
security monitoring and response” across City departments.* The responsibilities of
ISO include “[developing and enforcing] an information security strategy, framework,
policies and procedures that align City of Chicago business need, legisiative and
regulatory requirements and industry best practices.” The PMO Handbook states
that ISO,

e reviews an initial security assessment for projects prior to approval,
e monitors project adherence to the security requirements policies; and

e provides a security testing process to ensure that projects involving sensitive
data meet security requirements

As discussed below in Finding 2, DolT stated that ISO has been unable to fulfill these
responsibilities on a consistent basis due to staffing shortages. According to DolT,
hiring and retaining individuals in these positions has presented an ongoing
challenge due to high industry demand for skilled employees.

C. CITY OF CHICAGO IT GOVERNANCE STRUCTURE®

The City's Information Technology Governance Policy “establishes a standard citywide
process for requesting, prioritizing, and selecting proposed IT investments.” The Policy

T ity of Chicago, Deparument of Innovation and Technology, “Information Security Office”, accessed
October 11, 2019,

hitns Awway chicaas g
" City of Chicago, Dey
Oclober NN, 2019,

hitos /fwwwy chicago goviciiy/en/deots/do

: tS/iCili)I[iil:'l '\."%“.'"CHS./' gouriry and daiamanagertieni hun

artment of Innovation and Technology, "Information Security Office”, accessed
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creates a Technology Strategy Group (ﬁ'SG) that “is comprised of leadership from all
City departments who will work to collaboratively set citywide digital strategy, and
identify technologies that deliver community benefit, optimize resources, improve
service delivery, reduce risk, and build capacity.” DolT stated that the group has met
once so far, but anticipates it meeting quarterly going forward. The full information
Technology Governance Policy is attached as Appendix A to this report.

The Policy also establishes an IT Governance Board (ITGB) which reviews all requests
for new IT investments or expansions of existing projects and makes decisions that
align with the strategy set by TSG. ITGB, “is comprised of staff from the Mayor's Office,
the Office of Budget & Management, DolT and consulted by the Departments of
Finance and Procurement Services." The board is responsible for approving “requests
for funding, regardless of source, for new projects and services, as well as for
subsequent phases to previously approved projects,” and monitoring “project health
and outcomes on a monthly basis.” As discussed below in Finding 1, ITGB held its first
meeting in August 2018.

The Information Technology Governance Policy assigns DolT's IT Architecture Board
the role of "set[ting] enterprise technology standards” to ensure that project
technologies are compatible across platforms. The PMO Handbook states that
projects will not move forward to implementation without Architecture Board review
for technological alignment. \

Finally, DolT's Project Management Office (PMO) supports ITGB and the governance
process by scoring the financial impact of all projects prior to selection by ITGB and
reporting to the Board on the health of ongoing projects. PMO “is responsible for
reviewing all new project requests and associated business cases and integrates the
decisions of the TSG and ITGB into new and ongoing programs and projects”. Figure 1
illustrates the relationships between these various boards and offices.

. PACE 8
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FIGURET: CITY IT GOVERNANCE STRUCTURE

elects and.oversees project
lignment with TSG strategy

Revrews pro;ects BNsure - .Manages project and
compliance with the City's’
technical s_tq_gdard_s . to ‘support oversigh

Source OIG illustration based on City of Chicago Information Technology Governance Policy

D. ITINVESTMENT BEST PRACTICES

The United States Government Accountability Office "Information Technology
Investment Management (ITIM): A Framework for Assessing and Improving Process
Maturity” lays out a2 "model composed of five progressive stages of maturity that an
agency can achieve in its IT investment management capabilities.”” This model states
“just as ITIM can be used as a tool for organizational improvement, it can also be used
as a standard against which to judge the maturity of an organization’s IT investment
management process.”

As illustrated In Figure 2, ITIM defines three fundamental phases of investment in IT
projects: select, control, and evaluate. An organization moving through these phases
answers the following fundamental questions:

e How doyou know that you have selected the best projects?
e How are you ensuring that projects deliver benefits?

e Are the systems delivering what you expected?

“United States Government Accountability Office, "Information Technology Investment Management A

Framework for Assesaing and imiprovng Procoss Matunty,” March 2004, Fighhights, accessed Octoler 1,
"OIQ http vy Gac aov/assets/80/76790 paif
“ United States Governmient Accountability Office "Information Technology Investment Management A

o

Framework for Asse

noyand imoroving Process Maturity,” March 2004, 26, accessed October 11, 2012,
L fhvnsed Gino o j ’

B0
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FIGURE 2 SELECT, CONTROL, AND EVALUATE PHASES OF IT INVESTMENT

Select phase
- Screen
- Rank

- Choose

Control phase
- Monitor progress
- Take corrective actions

Evaluate phase

- Conduct interviews

- Make adjustments

- Apply lessons learned

‘benefits?
L E AR L

Source GAO ITIM?

During the select phase, the organization analyzes the risks and benefits of and ranks
potential projects before committing significant funding to any of them. As a selected
project progresses during the control (1.e, implementation) phase, the organization
assesses whether the project remains likely to deliver the expected benefits on time
and on budget, and makes any changes needed to ensure those outcomes. After
project implementation, during the evaluate phase, the organization determines
whether the investment is delivering the expected benefits or whether adjustments
are necessary, and documents lessons learned to improve future projects.

ITIM frames an organization’s maturity in terms of how well it performs in each phase.
More mature organizations devise and follow repeatable, effective, and efficient
processes. It 1Is important that organizations engage in continual assessment,
affirmatively choosing to reselect—i.e, continue to work on—or deselect projects
based on whether they are providing sufficient value. Because it is often hard for
organizations to halt a project once launched, even when the dedicated resources
could be put to better use, the framework emphasizes the reselection and
deselection processes. ITIM also stresses the importance of an organization
developing its capabilities for portfolioc management, and the key role that
investment boards play in organizational IT governance. Figure 3 outhnes the
characteristics of each ITIM maturity stage.

s United States Government Accountabihty Office, “Information Technology Investment Maragermaont A
I mmov\/ulkfor As%e% ing and Improving Process Matuniy,” March 2004, 8, accessed Octobar 11, 2019,
SEEISHDITETA0 df
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« The organization has mastered the selection, control, and evaluation processes
and now seeks to shape its strategic outcomes by benchmarking its IT investment
processes relative to other "best-in-class” organizations.

* The organization is focused on evaluation techniq

5

ues to improve its IT investment

processes and portfalio(s), while maintaining mature selection and control
techniques.

* The organization has developed a well-defined IT investment portfolio using an
investment process that has sound selection criteria and maintains mature,
evolving, and integrated selection, control, and evaluation processes.

selection criteria, including benefit and risk criteria, and an awareness of
organizational priorities when identifying projects for funding. Executive oversight
is applied on a project-by-project basis.

FEne

¢ Ad hoc, unstructured, and unpredictable investment processes characterize this
stage. There is generally little relationship between the success or failure of one
project and the success or failure of another project.

Source GAO 1M

An initial indicator that an organization is maturing is the implementation of
consistent, repeatable investment processes. This consistency should span all project
types, and all project managers should follow the same processes to achieve
consistent outcomes. Ad hoc or inconsistent project management are hallmarks of a
less mature organization. The City is at Stage 1 - the lowest stage of organizational
maturity-- and is working toward Stage 2.

PAGLE N
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I, FINDINGS AND RECOMMENDATIONS

Although DolT's project selection processes generally aligned with ITIM best practices,
the Department did not consistently follow those processes. Most importantly, DolT
did not assess and prioritize all proposed IT projects using predefined criteria.

DolT designed a scoring tool to assess projects on a common set of predefined
criteria, with the goal of ranking projects and selecting those that would most benefit
City operations.® OIGC review of eight projects initiated in 2016 and 2017 determined
that DolT did not use the ranking process at all. Notably, DolT did not have a complete
inventory of the projects started during the years under review. Moreover, DolT
conducted the required assessment prior to selecting only three of the eight OIG-
reviewed projects." As a result, the City may have selected projects that did not best
meet the departments’ specific and the City's overall needs. The projects selected
may deliver fewer benefits, cost more, and take longer than expected to complete.
Figure 4 identifies each project we reviewed. Detailed descriptions of the projects are
provided in Appendix B.

Flhe scoring ool s ncorporated mto the il Governance Pabcy enclosed in Appandix A
T DolT retroactively completed the scormg ool alter selecting a fourth project

PAGE 12
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FIGURE 4: EIGHT OIG-REVIEWED PROJECTS INITIATED IN 2016 AND 2017¥

311 Modermzatlon o Replace _legac'y_.syst'em'that:sub‘bo_r_t_:s@]] $%5 OOO Ooo-.

Hyperion Budget System Replace legacy budget system $5731,514
Array of Thmgs .~ Install sensors to collect data for- 24+$4,250,000;
: © " research and public use ' s

Utility Ta>_<_ Integrate water and sewer taxe‘_s into. $2,100,036

Cttyswater blllmg system I
gil $1,000,000:

_ Reglstratlon 'Create system to reglster shared—.-
System (Phase?) housmg rental umts

House Share'f'lizeglstratlon e
System (Dhase 2) '

$362,393

appllcat|ons
Source OIG rr>v1ew of Doll prOJect documentation

Although the PMO Handbook required project managers to score and rank projects,
DolT management did not enforce these tequirements, instead allowing project
managers to rely on their own experience. ITIM recommends that institutions
establish an IT Investment Board to oversee IT investment management and ensure
adherence with internal policies and procedures, including those related to project
selection. The City's ITGB would have fulfilled this role, but it never met between 2015
and August 2018. Although ITGB began to meet in 2018, it did not provide Citywide
‘oversight for purposes of setting the 2019 budget. The Chicago Police Department
(CPD), Chicago Fire Department (CFD), and
Office of Emergency Management and
Communications (OEMC) declined to use the @
project selection process DolT developed,
selecting their own IT projects without ITGB CPD, CFD, and OEMC
review or approval for 2019 funding declined to use ITGB
and selected their
ownh projects

“ DolT did not have a compilete inventory of projecis inthiated m 2016 and 2017 OIG selected a largeted
;'1mp|e of eight projects from armong those known 1o have launched during Lthis time period

“lorexamnple, CRD spent ot least $1 melhon on cormputer s, storage, and support fram Dell in 2016, and
$3 2 milion on ShotSpotter hardware and sofvware 1n 2017
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In addition, OIG determined that Do!T did not consistently collect the information
needed to accurately assess and rank proposed projects using cost/benefit and risk
criteria.

According to GAQO, informed investment decisions are best supported by quantitative
data on cost/benefit and risk DolT did not estimate costs and benefits for any of the
eight OIG-reviewed projects, and it assessed the risk for only one (by retaining a
vendor for that purpose). Although the Department consistently estimated the cost of
paying vendors for design and implementation, it did not estimate full lifecycle costs
for any project. DolT never considered the cost of internal labor, equipment, or
materials. Similarly, the Department estimated ongoing costs to maintain and
support a system for only one of the eight projects.® Figure 5 shows the cost
information collected by DolT for each project OIG reviewed. Appendix B has detailed
descriptions of the projects. '

FIGURE 5: DOIT DID NOT ESTIMATE FULL PROJECT COSTS

Utl|lty Tax
: Chlcago Eélly Learmng B Yes: CEER

House Share Registration System (Phase 1) Yes
~House Share- Registration System (Phase 2) Yés o

Citrix Enterprise Services Upgrade Yes
Source: OIGC review of DolT project documentation

“ GAQ acknowledges the value of qualitative measurements of benefits, noting "Benefits must be
defined and quanutatively and qualitatively measured in outcome-oriented terms”

United States Government Accountability Office, "Assessing Risks and Returns A Guide for Fvaluaung
Federal Agencies' {1 Invesumentl Decision-making,” February 1997,13, accessed October 11, 2019,

hitp /vwww gao govispecial pubs/anon3 pdf

B GAO notes that "the amount of ngor and types of analyses that are conducted will depend. in parl, on
the size of the investment and the amount of risk ™ For example, a full cost-benefit analysis may not have
ervices Upgrade With that in mind, GAO
on project type, cost, and risk .

s and Returns A Guide for Evauatng
1997, 42, accessed October 11. 2019,

been warranted for the relatively low-cost Cirix Enterprise $
recormmends definma Lhe lovel of analysis reguned L

United States Governrment Accountaibility Office, "Ass

Federal Agencies' IT Invesimoent Decision-maxing.”
N3 pdi

fThe estimate mciuded the cost of mamtaining the old 31 system during the transitton to the naw
system It did not includo mamntenance or support costs for the new system

hll D AAveww crao aovls | ryubs/
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Although DolT's current scoring tool aligns with GAO's recommendation to set
predefined selection criteria, it does not require quantifled estimates of costs,
benefits, or risks. The tool asks reviewers to award up to 100 points across 9 categorics
One category relates to cost, two relate to benefits, and two relate to risk. However, all
could be scored without any quantified estimate. For example, the "Expected Return”
category Instructs reviewers to award 10 points if they agree that, "the project will
result in a product or service that will generate revenue.” But reviewers are not
required to reference supporting analysis or otherwise justify their score.

The City's unsuccessful effort to implement the Hyperion Budget System illustrates

the potential effect of DolT's inconsistent selection process. In 2017, OBM identified

funding for a new system, and launched a project to replace the City's budget system

with Hyperion. OBM estimated that engaging vendors to design and implement the

new system would cost the City $5.7 million. However, neither DolT nor OBM

performed a risk assessment or compared the costs and benefits of the project to
those of other proposed projects prior to selection.

' In 2019, OBM terminated the Hyperion project
9 $5.4 million spent after concluding that using the software
could result in an incomplete, inaccurate, or

o ) unbalanced budget. According to OBM, of the
$1.2 million in equipment

can be repurposed $5.4 million spent on the project, just $1.2
million was used to buy equipment that the
\ : City can repurpose. Thus, the net loss was $4.2
EE!I $4.2 million lost million."” In addition, the City now must

continue to use its outdated budget
application, which is no longer supported and has limited reporting capabilities. OBM
stated that although it initially believed Hyperion would meet its business needs, it
discovered during implementation that the software's functionality did not live up to
expectations.

As discussed below In Finding 2, terminating a project may be appropriate if it no
longer meets business needs, introduces excessive risk, or will exceed tolerable cost
thresholds However, when DolT and OBM disagreed about whether to terminate the
Hyperion project, OBM declined to meet with all project stakeholders. As of July 3,
2019, DolT and OBM had not met to diagnose the root cause of the project fallure
OBM stated to OIG that it is not sure whether the loss was avoidable. Rigorous
adherence to a consistent selection process may have avoided or mitigated the loss
expernienced by the City in this instance.

U This assessnirant of the loss doos not accouri formmermal Ciy resaurcas expoerdad
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RECOMMENDATIONS

To improve the project selection process, DolT should:

Require all project managers to follow the PMO Handbook for selection
activities. Standardization will promote consistent, repeatable performance of
duties. In particular; DolT should require project managers to use predefined
criteria to rank all projects before selection.

Develop procedures for collecting more robust cost/benefit and risk data to
improve comparisons between potential projects. DolT may choose to base the
level of rigor required on the relative cost and risk of the project. The
Department should work with OBM to budget for projects through their full
life cycle, not only year-to-year, and improve its scoring tool by requiring
reviewers to provide justifications for their scores.

Work with OBM and the Mayor's Office to ensure that {TGB continues to meet
at least quarterly to perform its role in the selection process. Furthermore, all
City departments—including CPD, CFD, and OEMC—should be required to
submit projects to ITGB for selection.

MANAGEMENT RESPONSE™

1

N

“The project managers have been following the PMO Handbook for selection
activities since Spring of 2018. In the Spring of 2018, the ITGB established new
selection criteriq.

“The ITGB was re-established in the Spring of 2018. The IT Governance Board
(ITGB) approves requests for funding, regardless of source, for new projects
and services, additional investments and upgrades in existing products and
services, as well as for subsequent phases to previously approved projects. This
body ensures that requested investments align to strategies identified by the
TSG (Technology Strategy Group) and reviews requests to scale successful
ptlots or modify purchasing-related policies. The ITGB also monitors project
health and outcomes on a monthly basis, providing oversight and having the
ability to cancel projects that are not meeting established objective outlined
in the Cancellation Process section below. The ITGB is comprised of staff from
the Mayor's Office, the Office of Budget & Management, DolT and consulted
by the Departments of Finance and Procurement Services. The group meets
monthly in person and may meet virtually as needed. See Item 1for the intake
form that ask the requestor for cost, benefit, and risk information. Currently
the criterion is outlined, and the project managers score the projects based on

 Management Response Attachmaents can be found in Appendix C
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a defined numeric systerm. The PMO will work with the ITGB to discuss
establishing text fields for the project managers to justify their scoring

3. "The ITGB was originally tasked to have quarterly meetings. Beginning March
of 2019 the ITGB has been mecting monthly due to the magnitude of project
requests. Since March of 2019, the only month that a meeting didn’t occur was
in October, due to budget hearings.

All departments are required to submit their IT requests to the ITGB for
selection.”

PAGE 17
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Based on our analysis of a sample of six projects completed in 2016 and 2017, OIG
found that DolT did not consistently monitor performance during project
development and implementation.” Figure 6 describes each project and provides the
original cost estimate. Descriptions of these completed projects are included in
Appendix B.

FICURE 6: OIG REVIEWED SIX PROJECTS COMPLETED IN 2016 AND 2017

VQ_i_cé”ove'r. Internet
Rrotocol (Phase 1)

House S'hare-*""
Registration -
System (Dha%e 1)

- New system toma nage busmess Ilcense
- applications online '

4$690,207

WindyGrid 2.0 System that supports smuat:onal awareness - $249,480.
' and incident monitoring and response”™ '
Source: OIG review of DolT project documentation

DolT did not consistently monitor the performance of these six projects. {TIM
recommends that organizations monitor whether a project delivers expected benefits
on schedule and on budget. In addition, organizations should track the extent to
which any risks identified are managed. DolT's PMO Handbook required project
managers to monitor compliance with budget and schedule targets and suggested a
menu of ways to measure risk mitigation and benefit achieverment. DolT tracked
schedule adherence for all six projects but assessed only three for whether they
stayed within budget. Additionally, the Department did not define performance
measures, or monitor benefits delivery or nsk management, for any of the six projects

2 DolT did not have a complete inveniory of projects completed in 2016 and 2017 OIC selected a targeted
sample of six projects from among those known Lo have concluded during this time period
The project included a punhic facing component, called G

data and functionality pubhcly avallable al hiips ffopenayid 1o/

S that made some of WindyGric's
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we reviewed. Figure 7 summarizes the number of projects for which DolT completed
five core monitoring activities.

FIGURE 7: DOIT DID NOT CONSISTENTLY MONITOR PROJECT PERFORMANCE

o BAOE

fas 4 o
Oof 6 Oof 6 Oof 6 Jofc &E0fo
had were assessed were reviewed were assessed were assessed
performance to determine if to determine to determine to determine
goals and expected benefits  whether risks if actual costs if duration
measures were delivered were addressed matched the matched the
N budget schedule

Source OIG review of DolT project documentation

DolT provided reliable data for only one performance measure: schedule adherence.
Five of the six projects took longer than scheduled to complete. Two took more than
twice as long to complete as originally planned. Figure 8 compares actual duration to
original schedule for each project.

FIGURE 8 MOST PROJECTS TOOK LONGER THAN PLANNED TO IMPLEMENT

cProcurcrnont

ISISOr|ons
Faporloss

WindyGrid 2C

House Share Regictration System

Uthty Tow

- Flammed Coratior m sconunl Bomdzer of Do

Source OIC raview of Dol project documentation
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One of the projects that took more than twice as long than originally planned to
complete was development and launch of the City’s House Share Registration
System. The system was needed to administer new registration and licensing
requirements for short-term residential rental hosts and platforms, such as Airbnb,
passed by City Council on June 22, 2016."' Even as completed, however, that system
did not deliver the full functionality defined in the original project scope. DolT tried to
develop a single system by December of 2016 for all companies connecting guests
and hosts via internet platforms. This system would have required the companies to
send data to the City. According to DolT, one of the companies insisted instead that
the City retrieve data from its system. To accommodate this company, the City bullt a
custom interface, causing significant project delays. In August 2017, DolT delivered a
system capable of registering home shares associated with the company. This partial
completion, however, exhausted the funding budgeted for the entire project. As a
result, DolT retroactively labeled the project "Phase 1" and issued a new task order
request for $495,000 to build custom interfaces for other home sharing companies.

According to ITIM, collecting data on actual performance is critical because it allows
decision makers to consider whether to continue or terminate projects. In addition to
lacking the data needed to make informed decisions, DolT did not have a defined
process for considering whether existing projects were meeting goals, and whether it
should continue to fund the projects, correct the issues impeding progress, or
terminate the projects. The City’'s Information Technology Governance Policy
appropriately assigns to ITGB the responsibility for monitoring the health and
outcomes of existing projects and authorizes the

Board to terminate those "not meeting established [: ‘ O of § Werereviewed for
N . o . alignment with the
objectives.” However, at that time, ITGB had neither City'sIT
] architecture

determined what criteria to use, nor ensured that
project managers collect the necessary data 1o

—————
make those decisions. D - received a security
] Of 6 assessment
i = .

OIG also found that DolT did not consistently collect

information needed to identify and manage project risks. DolT did not ask its IT
Architecture Board to review any of the six projects’ compliance with the City's IT
architecture ™ Omitting this review creates the nsk that a project will not be fully
compatible with the City's existing architecture or will inhibit efforts to move towards
a target architecture in the future. Furthermore, DolT's Information Security Office

TCiy of Chicago, Business Affairs and Consurner Protection, "Shared Housing and Accornmodations
Licensing.” accessed October 21, 2019,

bt ps /Avvew chicace aov/aity/en/den ‘suppanio/sharedhousingandaccomodatonsheensing humt

7 Accorcing to the City's Information Technoloyy Governance Policy, the Ar clure Board s

orocdiucis, and services”

olishing standards—:ine | architeciure—ao "ahigr platcrms
& g
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{ISO) performed a full security assessment for just one of the six bl'ojécts we reviewed.
This omission introduced the risk of security vulnerabilities going undetected. DolT
stated that it has been unable Lo staff the ISO at the level needed to perform full
security assessments for all projects.

RECOMMENDATIONS

" To Improve monitoring processes, DolT should:

\

1. Require that all project managers follow the PMO Handbook, as stated in the
previous finding. Managers should,

a. monitor cost/benefit and risk performance for all projects; and
b. submit all projects to the Architecture Board and ISO for review.

2. Update the PMO Handbook and/or the City's IT Governance Policy to define
criteria for determining whether to terminate underperforming projects.

o

Ensure that ITGB continues meeting on at least a quarterly basis and fully
inhabits 1ts role of providing project oversight DolT and OBM should work with
ITGB to ensure that project managers collect the relevant data to enable [TCB
to perform these functions. At a mmimum, DolT should provide data related to
actual cost/benefit, risk, and schedule performance.

4. Work with OBM to ensure ISO is adequately staffed.

MANAGEMENT RESPONSE?

1. “The PMs have been required to follow the procedures outlined in the PMO
Handbook since the Spring of 2018.

Q. As part of the project process, the PMs keep track of the project risks.
They also monitor the project performance and notify the PMO Director
and or/the CIO/CTO/appropriate Prograrm Manager if there is an issue
that is impacting the project's performance/budget.

b. The Architecture Board meets bi-weekly. During this time, the PMs,
Program Managers and /or the PMO Director discusses the projects.
Often times additional meetings are held depending on the project.
The ISO review was added in the Spring of 2019. The new ISO provided
guidehnes and a process of when to engage them in projects.

2. One of the outcomes of the April 2019 ITGB meeting was to add language to
the IT Governance Policy to address termination of underperforming projects.
As a result, this language was added and disseminated to the Department

“Management Rosponse Alachmenis can e found i Appende C
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Commissioners and ITSCs in the updated to IT Governance Policy in June of
2019 This language was also added to the PMO Handbook in Aprif of 2019 and
disseminated to the PMs. Please see Item 2 for the language that was added
to the PMO Handbook and the IT Governance Policy.

“The ITGB was originally tasked to have quarterly meetings. Beginning March
of 2019, the ITGB has been meeting monthly due to the magnitude of project
requests Since March of 2019, the only month that a meeting didn’t occur wcs
in October, due to budget hearings. The ITCGB created a report based on the
information they want to review for the projects. This report is reviewed at
each meeting. Please see ltem 3 for the reporting fields.

“Security resource needs have been identified for 1ISO, and Dol T will work with
OBM to execute a hiring plan for the targeted resources.”

PAGE 22
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DolT did not consistently evaluate individual project performance after
implementation. Indeed, the Department did not assess vendor performance or
document lessons learned for any of the six projects OIG reviewed. Two project
managers said that, while they typically discuss lessons learned, those discussions are
not memorialized or used to improve project management.

During the audit, DolT collected incomplete project information in SharePoint, which
DolT used to facilitate project management.?* As of June 7, 2018, of the 271 projects in
SharePoint, 168, or 62%, were missing budget information and 219, or 81%, were
missing actual expenditure information.”” The site contains only budget and
expenditure information for the current year; this prevents DolT from assessing
whether it is meeting budget targets over the life of projects. In addition, the
SharePoint site does not include actual end dates, which prevents DolT from
calculating the extent to which projects finished late. DolT stated that the PMO was
not yet fully capable of tracking performance because it lacked the necessary project
management software. In 2019, the Department began to implement software to
capture more complete performance data.

TIM recommends assigning personnel to ensure that sufficiently detailed

information to support decision making i1s available, understandable, and utilized by
decision makers. DolT management has not assigned a specific individual to fulfill this
role.

Because the City lacks information on project performance, it cannot take the next
step evaluation of portfolio-level performance. According to GAO, as organizations

mature, they progress from managing individual projects into managing a well-

the organization to consider its investments In a comprehensive manner, so that the

arePoint 1s a welb-based collaboration systern used for document storage and organization

ZAasmall nurmber of these projects may have Just bagun ard Lherefore carrectly did not reflect iny
expenchtures 105 or 48% of the 219 1e0¢
have mcluded expendituie data

ds without any expenditures had peen closed, and thus should
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investments address not only the strategic goals, objectives, and mission of the
organization, but also the impact that projects have on one another.”*

Because ITGB did not meet 1n 2016 or 2017, it could not hold DolT accountable for
collecting project and portfolio performance data. Moving forward, the Information
Technology Governance Policy requires ITGB to engage in monthly project
monitoring, but it does not specifically require evaluation of performance after
completion. The Policy also does not address portfolio-level evaluation, identify
outcomes ITGB would expect DolT to report, or describe how lessons learned should
be used to improve future projects.

RECOMMENDATIONS

To improve project evaluation, DolT should:

1. Work with ITGB to define the processes and criteria for evaluating project and
portfolio-level performance.

2. Fully implement its new project management tool and ensure its staff
consistently records the performance data required by ITGB.

3. Ensure that project managers evaluate individual performance for all projects
after implementation, and document their lessons learned.

4. Assign someone to ensure the information collected meets the needs of ITGB.

MANAGEMENT RESPONSE?

1. “The PMQ has project performance criteria which is outlined in the PMO
Handbook. This is established when the project manager i1s developing the
project charter with the project requestor. This criterion is used throughout the
lifecycle of the project. The PMO will review the criteria with the ITGB. See ltem
4 for the criteria.

2. “The new project management tool was fully implemented in the Spring of
2019. As part of the implementation, the ITGB report was re-created. All of the
data needed for the report is populated by the PMs as a part of their status
reporting

3. “The project managers have been following the PMO Handbook for project
close out activities which include lessons learned

s United States Government Accountabihity Oifice, “Inforrnation Technoldgy Investment Management A
Framework for Assessing and Improving Procass Matuniy,” March 2004. 63, accessed October 11. 2079,
A /B/76790 pl

nent Response Altachmenis can be found in Appendis: O

W CJAG GHN e
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4. “The PMO Director collaborates with the ITGB to ensure the information
collected meets their needs.”

PAGE 25
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V. OBJECTIVES, SCOPE, AND METHODOLOGY

A.  OBJECTIVE

The objective of the audit was to determine whether DolT manages information
technology investments in accordance with the GAQ's Information Technology
Investment Management framework We focused on DolT's processes for selecting,
monitoring, and evaluating IT projects.

B. SCOPE

The audit scope included DolT's processes for selecting, monitoring, and evaluating
information technology projects that cost at least $250,000. We reviewed projects
that were Initiated or completed in 2016 and 2017.

C. METHODOLOGY

To assess DolT's selection, control, and evaluation processes, we first compared its
documented policies to the processes identified in ITIM. As needed, we also
interviewed DolT staff and asked follow-up questions to clarify our understanding of
the policies and procedures. ' '

To further evaluate DolT's project selection process, we examined a targeted sample
of eight projects that were launched in 2016 and 2017, and reviewed project
documentation to determine whether DolT adhered to its internal processes and best
practices as defined in ITIM

To further evaluate DolT's project monitoring processes, we selected a targeted
sample of six projects that were closed in 2016 and 2017, and reviewed project
documentation to determine whether DolT adhered to its internal processes and best
practices as defined in ITIM* In addition, we assessed project performance by
comparing planned to actual schedules, and budgeted to actual costs. OIG assessed
the reliability of DolT's cost numbers by comparing them with reports from the City's
financial system, invoices, and other supporting documentation. DolT was unable to
identify all invoices for all projects. Therefore, we deterrmined that actual cost data
provided by DolT was not reliable for further analysis.

To further evaluate DolT's project evaluation processes, we reviewed documentation
for the targeted sample of six completed projects to determine whether DolT had

Swe himited the number of projects o eight due to the volume of documentation ass

project We sciected a mix of projects designed to ensure review of varous functional areas within the
City, both hardware and softwaire projects, and projects of varying size

= We selectod the sample using Lhe same cniteria used (o selecl ouwr pro‘ect seleciion sample

PAGE 26



OIG FILE #17-0638
AUDIT OF DOIT'S MANAGEMENT OF INFORMATION TECHNOLOGY DECEMBER9, 2019

assessed its own performance, vendor performance, or documented lessons learned.
We also reviewed performance data recorded for all DolT projects to deterrmine if was
sufficiently complete to allow DolT to conduct portfolio-level analysis.

D.” STANDARDS

We conducted this audit in accordance with generally accepted Government
Auditing Standards issued by the Comptroller General of the United States. Those
standards require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

E. AUTHORITY AND ROLE

The authority to perform this audit is established in the City of Chicago Municipal
Code § 2-56-030 which states that OIG has the power and duty to review the
programs of City government in order to identify any inefficiencies, waste, and
potential for misconduct, and to promote economy, efficiency, effectiveness, and
integrity in the administration of City programs and operations.

The role of OIG is to review City operations and make recommendations for
improvement.

City management is responsible for establishing and maintaining processes to ensure
that City programs operate economically, efficiently, effectively, and with integrity
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APPENDIX A IT GOVERNANCE POLICY

The following is the full text of Lhe current City of Chicago Information Technology

Covernance Policy, last updated June 14,2019,

CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

POLICY OVERVIEW

The Cllj} of Ch“ic“ugo lnforin;lllon-:l"&:l“inolé@;v Governance i'ollé_\,’ ("l’(’)ll": ')mcsl:lbllslms Q
standard citywide process for requesting, prioritizing, and selecting proposed I'T
investments. IT governunce provides a framework for aligning the City’s digital strategy
with the City’s business strategy. By following a formal framework, the City will

= Alignits investments Lo cilywide strategy and gouls,

= Minimize visk and duplication,

* Better track and understand impact of its technology investments, and
¢ Bring value to residents, businesses and visitors.

This Policy requires that all new technology projects and services as well as requests
to fund additional investments and upgrades in existing products and services,
regardless of the funding source must be submitted to DoIT via a central request
process and he reviewed and approved by the Information Technology Governance
Board (ITGB).

e Includes all requests for funding or other resources needed to complete new
projects to create a new product or services, ;itnd modifications to existing procucts
and services.

¢ Requests must be submitted through the New ITGB Project form and enterec mto
CBS to be considered for new (unding on the date of your department’s budget
subnnssion 1s due cach year.

= Insome cases, exceplion requests will need o be made outside of the budgel cycle.
In such cases, the requests will be reviewed onan ad hoc busis wilh a consideration
for available funding.

*  Small projects that may be completed with no new fundimg and internal resources
co not require review and approval by the 1TGB.

= Trojects to be mcluded m grant applicatons or funded by grants must be subnutted
to the 1TGB. Urban Arca Security ITmhative (UAS1) Grant Program projects are
exenpt from this process and shall be subject to Office of Budget & Management
(OBM) review and approval. OBM will provide the ITGB with a hst of projects
funded by UASI as available.

The ITGB will also monitor project health and outcomes on a monthly basis, providing
oversight and may cancel projects thot are not mecting estabhshed ohjectives. Templates
vall he prowvided.

While appropriate governance 1s needed, 1t should be aligned to a citywide strategy Lthat
has been set collaboratively by the organizational leadership. To that end, 4 new
Technology Strategy Group (TSGYwill be established. The TSG is chatred by the C10 and

conprisedt of leadership from Al City departments who will work to collaboratively set

Last Updated: June 14, 2019 L
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CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

atywide digital strategy, and idenbfy opportunities that enable technologies that deliver
community benefit, optinnze resources, improve service delivery, reduce risk, and buld
capacity (1.e., through antomation or business process reengineering).

This Policy is estabhished by the Office of the Mayor, the Office of Budget and Management
(OBM), the Department of Innovation & Technology (Dol T), consulted by the Departments
of Finance and Procurement Services and will be reviewed al least annually.

Last Updated: June 14, 2019
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CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

POLICY SCOPE

Lo fund additionatl investments and upgrades in existing products and services,
regardless of funding source. This policy also applies to requests to leverage mternal
resources to complete requested work. Requests for maintenance and/or support of
existing systems are exempted from this Policy (these cost should be included in the project
requests), but software and hardware maintenance 1s subject to the Technology Purchase
Review and Approval (TPRA) pohcy.

This Policy does not supplant the City's TPRA policy. All purchases of hardware, peripheral
devices, and software must adhere to that policy, including those contemplated for new IT
projects covered by this policy. Further, requests made through TPRA must also already
have adequate, avallable and approved funding source(s) in the fiscal year during which
they are requested.

TPRA ensures that purchases are made according Lo approved requests for funding. This IT
Governance Policy governs how departments will request funcing or resources for new IT
project requests.

This Policy only applies to the sclection of 1T investiments. Note that IT investments must be
further priontized against other funding requests and operational needs. There is no set
amount of available funding for 1T projects.

GOVERNANCE BODIES

The Techneology Strategy Group (TSG) will establish the City’s digitad roadmap, which will be
used to inform the ITGB's deaisions. The TSG is comprised of leadership from all City
departments who will work to collaboratively set citywide digital strategy, and idenbfy

technologies that deliver community benefit, oplintize resources, improve service delivery,
recduce risk, and build capacity. This group will develop and mamtaim a digital roudmap that
mcludes opportunities to test new technologies through plots and optinnzation of business
pohicies or processes to support the roadmap. This group nicets quarterly in person or more
frequently as needed, particularly durning planning cycles.

The IT Architecture Board (Archutecture foard) scts enterprise technology standards that
align platforms, products, and services to the strategic digital roadmap. This group
establishes 1T standards and project/product management processes, and reviews detals of
cach implementation to ensure compliance once funded. The Architecture Boardis
comprised of senior staff, architects, and project managers within DolT. This group meets
weekly in person Lo respond to needs throughout the vear.

Last Updated: June 14, 2019 3
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CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

The Dol T Project Management Office (PMO)1s responsible for reviewing all new project
requests and associated business cases, and integrales the deaisions of the TSG and ITGB
into new and ongoing programs and projects. The PMO may assist in the development of the
request’s business case. This group 1s an achive member of all other groups to ensure
coordination, and meets daily to keep requests moving through the pipehne and manage
implementation.

The IT Governance Board (ITGB) approves requests for funding, regardless of source,
for new projects and services, additional investments and upgrades in existing
products and services, as well as for subsequent phases to previously approved
projects. This body ensures that requested investinents align to strategies identified by the
TSG and reviews requests to scale successful plots or modify purchasing-related policies.
The ITGB will also monitor project health and oulcomes on a monthly basis, providing
oversight and having the ability to cancel projects that are not meeting established objective
outlined 1n the Cancellation Process section below. The ITGB is comprised of staff from the
Mayor's Office, the Office of Budget & Management, DolT and consulted by the Departiments
of Finance and Procurement Services. The group will meet monthly in person and may meet
virtually as needed.

REQUEST REQUIREMENTS

All requests to initiate or fund new I projects or additional investments in exising
products and services must be entered via thv., ‘New ]1( B Projects” form at

wwm aspx and may be submutted at any time.

Requests must be submitted through the New ITGB Project form and entered into CBS to
be considered for new funding on the date of vour department’s budget subnussion 1s due
each year to be considered for the next funding cycle in subsequent years to be considered
during the budgeting process for the following year, unless the request fits the criteria
noted 1n the Exception Process section below.

Each department must vet and set their own prionties prior to subnission of project
requests. All requests must be approved by the Department Head—please attach this
approval to your request.

Submissions are antomatically routed for review. A DolT Project Manager will be assigned
1o each request, and will follow-up with the department requester and 1dentified business
sponsor (i different). If the requesting department is unsure of costs, or need other
assistance with the business case, the Dol'T' Project Manager office will assist.

Once the Doll' Project Manager has completed ther imtial review, the request wall be
submitled to the Architecture Board and the ITGB for review.

Last Updated: June 14, 20(9 4
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CITY OF CHICAGO

PRIORITIZATION & SELECTION PROCESS

INFORMATION TECHNOLOGY GOVERNANCE POLICY

Each request s initially scored by the DolT PMs according to set criteria, and the PMO may
update or override the PM's initial scoring to ensure a balanced portfolio.

{ § ’ * POINTS {SCORING RUBRIC
: " POSSIBLE '

; CRITERIA 'STATEMENT

1 ISTRATEGIC
ALIGNMENT

. The project is directly aligned with 20
the City's strategic goals (e g., )
resiiency plan) or is mandated by

? regulation or ordinance

H

H

i

H

12 1ORGANIZATIONAL { The business owner (department

SUPPORT & ; heac or ceputy) i1s tte sponsor ancd
AVAILABLE - committed to providing the right
{ RESOURCES “people resources needed to meet

project goals., including access to
. front Iine staff.
l\

{3 FUNDING/ESTIMATED 5 For requests made during bucget 10

{
% COST & EFFORT : cycle, the project has consicered
I : known costs within reason For
- requests made outside the budget
cycle, the score will be based on
i whether sufficient furds are

; g available to complete project.
4 ETIME TO COMPLETE  : The project may be reasonably -10
1 VS EFFORT " completed within the timeframe or

{completior date specified In some
: ) instances, projects will be required
D to be completed by a certair date to
: ian ordirance, inthese cases, the
! project may be force ranked if
! i § needed
i i

{0% - DO NOT
AGREE

75% - SOMEWHAT
iAGREE

| 100% - AGREE
{0% - DO NOT

| AGREE

|

:50% - SOMEWHAT

%.-’-\GREE

{ 100% - AGREE
0% - DO NOT,
AGREE

50% - SOMEWHAT
;/\GREE

{
1 100% - AGREE

10% - DO NOT
_AGREE

1 50% - SOMEWHAT

* AGREE
H

1100% - AGREE

i The project will result in a product 10
; .
“or service that will gererate

1 ‘revenue

"5 {EXPECTED RETURN
P

Last Updated: June 14, 2019
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) 6

|

ORGANIZATIONAL
i BENEFIT
i

i ;
ORGANIZATIONAL
LOSS

3

H

§ ARCHITECTURE &
: STANDARDS

i ALIGNMENT

i
i

 CREATIVITY

CITY OF CHICAGO

The project provides non-moretary
:value to residents, businesses, or
{a real problem for end users The
project cortemplates engaging
actual end users throughout the
project to ensure success.

the residert, businesses, or the

revenue, incur additional costs,
increase time in hne, etc )

E?The project could leverage existing
itools, systems, or techrologies,

‘ reducing support costs and

: complexity of the City's enterprise
{archrtecture An irventory 1s

; available to ITSCs

H N .
iThe project ts Innovative or will
g IMProve a process or service
;dellvery.

according to the availability of funding and resources.

complete requests will require additional time.

Last Updated: June 14, 2019

.10

; the organization. The project solves ‘

¢

organization negatively (1 e, reduce

Not selecting this project will impact ‘10

110

B

INFORMATION TECHNOLOGY GOVERNANCE POLICY

"AGREE

; 100% - AGREE

£ 0% - DO NOT
| AGREE

£50% - SOMEWHAT
| AGREE

,100% AGRELL
i

. 0% - DO NOT
| AGREE

| 50% - SOMEWHAT
* AGREE

1100% - AGREE

:0% - DONOT
! AGREE

H

; 50% SOMEWHAT
" AGREE

i

< 100% - AGREE
(0% - DO NOT
. AGREL

'50% SOMEWHAT
AGREL

1100% AGRLE

\ .
The requests with the highest scores are more hkely to be funded or assigned to internal
resources to complete. The number of funded or green-hghted projects will vary by year

Steps and assocated esumated tumes to complete follow. Note that less complex and more
complete requests will take less time to review and process, and more complex or less

H
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CITY OF CHICAGO

INFORMATION TECHNOLOGY GOVERNANCE POLICY

OWNER

STEP

TARGET TIME TO COMPLETE

DolT — PMO Director

Reviews and assign recuests

1-3 Business Days

DolT —Project Marager

Contacts reguester to obtain
project details

Provides a high level estimate of
the project cost for departments
budgeting purposes

Scores the project based on the
citywide IT strategy

1-5 Business Days

DoiT — Architecture
Board

Reviews requests to ensure
alignment with the City’s policies
and standards and determine If
this project should use in-house
resources or must leverage
procurement processes

5-10 Business Days

DolT - Project Manager

Contacts reguester about next
steps

1-3 business days

ITGB

Reviews requests for new funding
and may override the PMO's
initial scoring to ensure a
balarced portfolio Notifies
project requesters based on
results

Quarterly, or more frequently
curing budget cycle, and as
reeced in the case of ar

exceptionr request

DolT —Project Marager

Contacts requester about rext
steps for funded projects

Within 1-3 days of ITGB review

EXCEPTION PROCESSES

Last Updated: June 14, 2019

On occasion, new projects are required to address an immediate emergency, an unknown
and realized risk, or a new requirement resulting from legislation.
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CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

In these cases, the lcqucsm shonl(l still submll lhc,n l(‘qnost via the Shar: Ll’oml site
3 jectManagemen

The request st include a memo from the Department Head that explains the need

for review outside of the annual process, the reason the exception is being requested,
and when the new project must be completed.

The Dol T PMO will follow the same, but an expedited process, and the request will be
reviewed by the Architecture Board and ITGB outside of the normal annual cycle based on
the situation presented by the requester. Approvals from the Architecture Board and 1TGB
may be done by email in these instances.

If salvage funds are identified that may be applied to requested, unfunded project requests,
the departmenl head must.
1. Nolify their Budget Deputy prior to December 1, and request that: the ITGB review
their request to reallocate these funds.
2. Ifapproved by the Budget Deputy, the ITGB will review this request ata jfcar-en(l
ITGB meeting.

NOTE. projects using annually appropriated funds will be subject to the year-end
procedures established by the Department of Finance. Expenditure deadlines will not be
extended.

PROJECT MONITORING

The Dol'T PMO also monitors project health (relative to budget burn rate, schedule, quality)
on a regular basis and 1s responsible (or reporting this health to the Architecture Board,
ITGHB, and the TSG.

The ITGB will review project health and 1ts progress against project gouls and objectives for
high priority and medium and large projects on a monthly basis, providing oversight. The
ITGB may cancel projects that are not meeting established objectives.

CANCELLLATION PROCESS

10 there 1s a need to cancel a project, an email nolificalion needs Lo be sent to the C10 and

Budget Director with the following information attached.

s Memo from the Department Head that provides a detailed justification for the
cancellation request .

e Busimess Case, Statement of Work, and/or the Requirements document(s) which
were approved and signed by your departments’ staff

Last Updated: June [4, 2019 ’ 8
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CITY OF CHICAGO
INFORMATION TECHNOLOGY GOVERNANCE POLICY

All cancellaton requests will be reviewed by the [TGB.If the ITGB approves the
cancellanon, the Departinent Head will consult with the CPO or her desighee aboult the
appropriate communication methad. The Department Head will draft a memo to the
vendor(s) clearly communicating why the project 1s being cancelled and requesting a
project close out meeting in which the vendor will deliver all project artifacts/cocde as
ontlined in the Statement of Work. Finally, the lessons learned form niast be completed by
the project team.

The I''GB may also suggest that the City consider cancelling a project if the project is not
meeling the objectives outlined in the statemen! of work and/or business case. Should this
occur, the Department Head(s) will be notified in writing with the rationale and request for
additional information. The I'TGB will set up one or more meetings with the project team to
review the documentation and conduct appropriate due diligence before a decision 1s made.

Last Updated: June 14, 2019 9
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APPENDIX B: PROJECT DESCRIPTIONS

This appendix summarizes the projects OIG reviewed as described by DolT.

e Hyperion Budget System: This project was intended to replace the City's legacy
budget system. The City terminated the project in 2019 when it was
determined to not meet the needs of OBM

e 311 Modernization: This project replaced a legacy Motorola system with
Salesforce CRM system with the goal of improving departmental workflow
tracking and request management and providing additional options for
resiclents to enter and track requests.

e Chicago Early Learning Phase 1. "Working with DFSS and CPS, in June 2016
DolT launched a universal early childhood portal designed to be a one-stop
shop for all early Ieaining information and enrollment for both school-based
and out-of-school programs. Approximately 19,000 applications were collected,
and more than 17,000 children were placed in pre-K programs.”

e Citrix: This project updated the City’s Citrix Enterprise Services environment.
The City hosts over 20 applications on this environment including applications
that support the functions of the Department of Buildings, Fleet and Facilities
Management, and the Department of Finance.

e Array of Things (AoT): "AoT is an urban sensing project, a network of interactive,
modular sensor boxes that will be installed around Chicago to collect real-time
data on the city's environment, infrastructure, and activity for research and
public use. AoT will essentially serve as a ‘fitness tracker' for the city, measuring
factors that impact livability in Chicago such as climate, air quality, and noise.”

e House Share Registration System Phase 1 This project created a system to
identify, track and approve (or deny) shared-housing rental units marketed on
Airbnb.

e House Share Registration System Phase 2: This phase provided additional
functionality to the House Share Registration System including
accommodating additional companies that connect hosts and guests.

e [Paperless DolT and Business Affatrs and Consumer Protection launched an
online business licensing system that automated the process of small business
license issuance and renewal.

o  WindyGrid 2.0: Launched in 2015, WindyGrid 2 O 1s an enterprise syslem that
supports Chicago’s "situational awareness and incident monitoring and
response” DolT developed the system internally using open source software.
The project included a public facing component, called OpenGrid, that made
some of WindyCGrid's data and functionality publicly available.
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» Voice over Internet Protocol (Phase 1): Launched in 2017, Phase 1 replaced 3,000
legacy phones. This 1s a multi-phase project with a goal of replacing 24,000+
phones.

e eProcurement: Launched in 2015, this system created an online platform to
increase efficiency and transparency in City procurements. This created a
single platform for all departments to management procurement
opportunities, track vendor and delegate agency payments, and enable the
City to decommission the standalone grants system.

o Utility Tax: “This project integrated water and sewer taxes into the existing
Banner Utility Billing system”

PAGE 38



OIG FILE #17-0638
AUDIT OF DOIT'S MANAGEMENT OF INFORMATION TECHNOLOGY INVESTMENTS  DECEMBER 19, 2019

APPENDIX C: MANAGEMENT RESPONSE ATTACHMENTS

This appendix contains the attachiments to the Management Response Form
submitted by DolT.

Item 1: Project Intake Form

\rths b new o modthed (84 .
. proces: of sarvge? :
! i
‘ Eackzround. C e
PR ai snfoeer aran: B :
: : hd :
; Propascd Project » . o O R EP Sl e
i Tmeirame: : ;

. Projetted Start Date

P fEe):

Projected End Date
{Est)
Timefmme Justihcation: |

High Level Cost
Ertimate:

High Level Cost
Breakdown:

Dcyou é;avt fu;lding?

H so, furding Type:

’ #f grars, :nx?: t ;nm' 3w

Tanthe grantendcstrgzatothen
sericd?®, - .

Probability of funding .
from your depastment
i -
to he “
-
............... e
s
-~

Audierce/End-Users

i Procurzrment Metrod

' iz this mandatory? 'Y
Why 15 this mandatory?
Retura On Inuestmant ’
Buziness Caze e ’ Y.
Compicted® o v T ) -
Sestut (famptete by e Boageny s T e T T T Ty

P03
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lterm 2: Cancellation Process
If there is @ need to cancel a project, an email notification needs to be sent to the CIO

and Budget Director with the following information attached:

e Memo from the Department Head that provides a detatled justification for the
cancellation request

s Business Case, Statement of Work, and/or the Requirements document(s)
which were approved and signed by your departments’ staff

All cancellation requests will be reviewed by the ITGB. If the ITGB approves the
cancellation, the Department Head will consult with the CPO or her designee about
the appropriate communication method. The Department Head will draft a memo to
the vendor(s) clearly communicating why the project is being cancelled and
requesting a project close out meeting in which the vendor will deliver all project
artifacts/code as outlined in the Statement of Work. Finally, the lessons learned form
must be completed by the project team.

The ITGB may also suggest that the City consider cancelling a project if the project is
not meeting the objectives outlined in the statement of work and/or business case.
Should this occur, the Department Head(s) will be notified in writing with the
rationale and request for additional information The ITGB will set up one or more
meetings with the project team to review the documentation and conduct
appropriate due diligence before a decision 1s made.
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Item 3: ITGB Report |
Below are the reporting fields based on the information the ITGB wants to review

s Project Number

e Project Name

o URL

e Department

s Executive Sponsor

s Description of Problem or Need Project

s Percent Completed

e Open/Closed

e Project Manager

e Project Manager Notes

e Funding Source

¢ Amount Encumbered

e Expended YTD

e Funds Still Available

* Project Finish Date

PACE 41



OIG FILE #17-0638

AUDIT OF DOIT'S MANAGEMENT OF INFORMATION TECHNOLOGY INVESTMENTS MBER 12, 2019

Iltem 4: Project Performance Criteria
The following is the project performance criteria used by the PMO.

Execution Phase Project Performance Metrics

e Percentage ontime

e Percentage on budget

e Percentage on scope

» Percentage on quality

e Percentage of deliverables on schedule
¢ Budget versus forecast

e Number of requirements changes/Total number of requirements

e Outstanding issues/Total issues

e Risks mitigated/Total risks

e Percentage of user base trained

s Client satisfaction .‘

o Number of help desk calls related to project

o Number of vendor performance issues

e Time to fulfill project change requests

s Percentage 5f project resources devoted to reusable corﬁponent development
e Time to fix detected problems ‘

e Percentage compliance with architecture standards
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MISSION

The City of Chicago Office of Inspector General (OIG) I1s an independent, nonpartisan
oversight agency whose mission is to prornote economy, efficiency, effectiveness, and
integrity In the administration of programs and operations of City government. OIG
achieves this mission through,

e administrative and criminal investigations by its Investigations Section,

e performance audits of City programs and operations by its Audit and
Program Review Section;

e inspections, evaluations and reviews of City police and police accountability
programs, operations, and policles by its Public Safety Section; and

e compliance audit and monitoring of City hiring and employment activities
by its Hiring Oversight Unit.

From these activities, OIG issues reports of findings and disciplinary and other
recommendations,

e to assure that City officials, employees, and vendors are held accountable
for violations of laws and policies;

e toimprove the efficiency and cost-effectiveness of government operations,
and

e 1o prevent, detect, identify, expose, and eliminate waste, inefficiency,
misconduct, fraud, corruption, and abuse of public authority and resources.

AUTHORITY

OIlC's authority to produce reports of its findings and recommendations is established
in the City of Chicago Municipal Code §§ 2-56-030(d), -035(c), -110, -230, and 240.
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